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Abstract— The present article aims to define the IT network 

architecture and data management applied in a nuclear power 

plant system. Based on nuclear science and industry specific 

literature and on own research, the present paper sets up a clear 

systematization of these network techniques by providing a brief 

summary of their essence, while also providing examples of their 

application in a monitoring subsystem in a Hungarian Nuclear 

Power Plant. The present article also provides an insight into the 

different ways of connecting to the Radiation Monitoring System 

and integration tools, while highlighting the importance of 

ensuring the high quality of such connections. After the 

explanation of the challenge of network structures and the duty 

of the radiation monitoring system, the author outlines the 

importance of using data concentrators and the purpose of 

network control technology. 
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I.  INTRODUCTION  

Some of the greatest achievements of the 21st century 
energy industry have been to ensure the use of nuclear energy 
for peaceful purposes and to provide the means for the safe 
application of this energy. The Paks nuclear power plant was 
built with four pressurized water reactor units. It started its 
phased operation between 1983 and 1987 and continues to 
operate in a planned and uninterrupted manner even today. The 
plant is powered by four VVER-440/213 nuclear reactors of 
Soviet design, each of which are pressurized water reactors 
(PWR), where the boiling of the water in the primary coolant 
circuit is prevented by the application of high pressure. Today 
the total output power of the plant is 1866 MW that was 
increased from the original 1760 MW through various 
development phases to reach this level. If the envisaged plans 
for further power increase are implemented, the total output 
power could reach as much as 2000 MW. In 2009, the 
Hungarian Parliament gave its consent “in principle” to the 
expansion of the Paks nuclear power plant. Then in 2015 a 
cooperation agreement was signed between the Russian 
company Rosatom and Paksi Atomerőmű Zrt. for the 
construction of two new reactor units that could start 
commercial operation in 2023. These 2 new reactor units 
could, for some time, double the Paks power plant's output 
power, and could also cover 80 percent of Hungary's energy 
needs. To fulfil the complex tasks needed for the construction 
of the nuclear power plant, the cooperation of several different 
professional fields is required. The academic disciplines play 

an important role in the various work phases including 
preparation, planning and the subsequent implementation and 
installation works as well as the controlling and monitoring 
tasks. Today in Paks several aspects are dealt with the highest 
priority, such as maintaining nuclear safety, operating the 
power plant, performing the maintenance tasks and preparing 
the scheduled expansion of the plant. To ensure the long-term 
operation of any nuclear power plant, adequate controlling and 
maintenance must be in place with regular renewal of the 
different subcomponents to expand their life time. However, all 
of these actions require conscious planning to avoid the 
occurrence of extreme costs. Certain equipment and 
subsystems require continuous renewal to avoid their wear out 
or that they become outdated. On the other hand, some of the 
systems may require capacity expansion. 

This article is structured around examining the architecture 
and functions of the information network of the radiation 
measuring and information processing system used in nuclear 
power plants. The author aims to provide a broad description of 
the vast amount of data that is processed and transported by 
this system, while the importance of implementing a secure 
network architecture is also explained. All nuclear power 
plants, including the Paks plant, are subjected to regular 
inspections and controls by the UN's relevant professional 
organization, the International Atomic Energy Agency and the 
World Association of Nuclear Operators to ensure that the IT 
system of such nuclear power plants comply with the 
applicable national and international standards.[1] One of the 
strategic goals that Paks Atomerőmű Rt (PA Rt.) defined in 
2001 was to continue the operation of the existing nuclear 
power reactors beyond their design life-time of 30 years. [2] 
Environment protection measures for nuclear energy produced 
by nuclear power plants involves the controlling of the plant's 
radioactive emissions [3,4], i.e., measurements for the volume 
and composition of such radiation, as well as the constant 
monitoring of neutral and artificial radiation levels. To ensure 
this, the original monitoring system went through a 
reconstruction process that started in 1998 and was replaced by 
two cooperating systems such as the new Radiation Monitoring 
System (RMS) and the Complementary Radiation Monitoring 
System (CRMS) that are hereinafter jointly referred to as 
Radiation Measurement and Information Processing System 
(RMIPS). The task of the RMIPS is to provide adequate and 
reliable data in all operational phases of the nuclear power 
plant, i.e., normal operation, breakdown or nuclear incident, to 
estimate the environmental impacts and to take appropriate 
actions, if necessary.  
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The relevance of RMIPS was highlighted after the third and 
most tragic accident in the history of nuclear power plants that 
took place in the Soviet Union with the explosion of the 4th 
reactor of the Chernobyl nuclear power plant. Nuclear power 
plant accidents provide a lot of opportunity to draw 
conclusions and they lead to fundamental changes in setting the 
design and operational criteria for nuclear power plants. [5,6] 
This leads to the obvious conclusion that the proper 
functioning of the Radiation Measurement and Information 
Processing System is vital for the safe operation of any nuclear 
power plant [7,8]. My research focuses on examining the 
structure and the components of the IT network for the 
Radiation Measurement and Information Processing System 
(RMIPS) and making recommendations for improving the 
basic conditions of safe operation. This research topic offers 
several subtopics that are worth for individual investigation. In 
this paper I choose to deal with examining the structure and the 
components of the IT network for the Radiation Measurement 
and Information Processing System in light of the planned 
expansion of the Paks power plant. 

II. TASKS OF THE RADIATION MEASUREMENT AND 

INFORMATION PROCESSING SYSTEM 

The network architecture of a nuclear power plant largely 
influences the quality of operational and maintenance 
functions, which in turn play an essential role in the efficiency 
and reliability of that plant. Initial design plans of new nuclear 
power plants must include efficient methods and equipment, 
while efforts have to be made to create the most optimal link 
between theoretical research and practical implementation 
relying on the requirements of safety and the most efficient 
use of the available resources. First and foremost the 
interoperability of the various system safety technologies must 
be ensured, while compliance with the NPP operational 
reliability standards and the fundamental operational 
requirements of nuclear power plants must also be guaranteed. 
To focus on the safe and reliable operation of the nuclear 
power plant, not only the technological innovations need to be 
considered, but the scientific advancements related to the 
internal systems and equipment of the power plant should also 
be followed to a reasonable extent without jeopardizing the 
safe operation of the nuclear power plant. Ensuring the safe 
operation and expansion of the nuclear power plant requires 
the elaboration of reliable maintenance and implementation 
strategies at all functional levels including the design, 
implementation, maintenance and operational phases. 

The Radiation Measurement and Information Processing 
System (RMIPS) manages the coordination, testing and 
controlling of the operation and reliability of all plant 
equipment, while it also monitors all of the operational actions 
to meet the long-term requirements related to performance, 
health care and environment protection. RMIPS relies on 
established economical strategies to adopt itself to the 
operational experiences on the basis of monitoring how 
frequently specific events occur. 

The above information leads to the conclusion that the 
management system of RMIPS is responsible for ensuring the 
safe, efficient and economic operation and monitoring of the 
nuclear power plant.  

RMIPS is also in charge of providing data on the activity 
concentration levels of noble gases, aerosols and iodine for 
various locations of different zones. Its tasks also include the 
identification of radiation levels emitted by specific 
technological systems. RMIPS must be able to measure the 
activity concentration of all released waters and the incident 
gamma dose rate in airtight spaces. Additional tasks of RMIPS 
include the displaying of measurement data on the dosage 
measurement IT system monitors and using this data to send 
alerts to the field-mounted beacons and sounders. RMIPS's 
management system ensures the coordination of the processes 
for the concurrent actions related to the protection, testing, 
monitoring and controlling functions. If an incident occurs, an 
essential task of the system is to rely on the information 
technology system to provide data needed to assess the 
severity of the primary radiation protection actions. 
Simultaneously, RMIPS must also archive the measured data 
to support the subsequent elaboration of trends for diagnostic 
purposes. 

Nuclear measurements are vital components of the safe 
and secure operation of the power reactor, as they are 
contributing to public safety and also to that of the plant and 
personnel over the lifetime of the facility.  

The internal IT network of the nuclear power plant must 
provide a highly reliable communication platform for the 
interaction of all computers, measurement instruments and 
peripherals. Essential tasks of the advanced network 
communication systems include the proper decoding and 
transmitting of regular or corrected electrical signals of 
various formats between different devices such as transmitters 
and receivers. Selecting the right formats for the electric 
signals is highly important due to various reasons such as the 
hazardous nature of the environment, the communication 
losses pertaining to electronic noises and high-voltage 
electrical faults and the significant voltage differences of the 
various grounding materials. To check the activity 
concentration of various substances such as aerosols with 
alpha, beta and gamma radiation, iodine-131 and radioactive 
noble gases, the air samples must be taken from the 
underground ventilation system of the work area. As a next 
step, these samples must be checked by using the measuring 
instruments installed at the work platform. Measurement 
specific detectors are used for taking the measurements. The 
MGP devices are important system components consisting of 
a detector unit and a corresponding intelligent LPDU unit.  

The LPDU is a data collector receiving data from a 
connected detector or multiple detectors and additional 
output/input devices necessary for its own operation to carry 
out complex processing of the received data, if necessary.  

The LPDU also ensures local data displaying. The LPDUs and 
PLCs employ local devices for processing and displaying the 
received data. Table 1 below contains the location and 
measuring range of the various measuring instruments. 

The test was performed in normal operational mode, where 
the measuring units should provide the following 
functionalities: 

Functionalities of the measuring units:  
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 Maintain high quality and continuous connection with 
the detector;  

 Generate measurement results on an ongoing basis; 

 Manage alarm and status signals; 

 Monitor the operation of displays and keyboards in all 
areas equipped with computer monitors; 

 Control all relevant inputs and outputs; 

 Store all events and measurement data in a designated 
memory; 

 Continuously perform self-tests. 

TABLE 1. 

Measured value Detector location Measuring range 

Gamma dose rate Platform 5 μSv/h - 1 Sv/h 

Total gamma activity 

concentration of water 

Automated coolant 

circuit 

1 MBq/m3 – 1 TBq/m3 

Beta activity concentration 
of aerosols 

Next to the 
platform 

1 Bq/m3 – 10 MBq/m3 
0.01 Bq/m3 – 104 

Bq/m3 

Iodine activity 
concentration 

Next to the 
platform 

3.7 Bq/m3- 3.7 
MBq/m3 

Noble gas activity 

concentration 

Ventilation 

machinery room 

37 kBq/m3– 3700 

MBq/m3 

Table 1. Location and measuring range of the measurement specific devices 

Having examined the available transmission technology 
options, the implementation should be realized with fibre optic 
lines due to their beneficial features such as electric isolation 
and noise immunity. Depending on the specific application, if 
it is important to provide high data transmission rates, i.e., 
above 2 Mbit/sec and noise immunity, using fibre optic lines 
could be a reasonable solution. However, if shorter distances 
have to be bridged, i.e., 10 m to 1 km, using twisted-wire pair 
or shielded twisted-wire pair cables is more common as this is 
a more cost efficient solution. Experience shows that both of 
these technologies are being used in the Paks nuclear power 
plant with the objective of placing more emphasis on fibre 
optics for the upcoming implementations. 

III. NETWORK ARCHITECTURE AND COMPONENTS OF THE 

RADIATION PROTECTION SYSTEM 

The operation of the internal radiation protection system of 
Paks nuclear power plant (work area and technological 
subsystem) relies on a Radiation Measurement and Information 
Processing System (RMIPS). The key functionality of RMIPS 
is to provide online radiation status plant data to designated 
users such as the radiation protection experts, the Radiation 
Protection Department and the organization units in charge of 
plant operation. If an incident occurs, an essential task of 
RMIPS is to cooperate with the IT system to provide the 
necessary information for assessing the severity of the primary 
radiation protection actions. RMIPS collects the signals of 
external monitoring and data collection tools (EMDC) to 
forward them to the internal monitoring and data collection 
tools (IMDC). This data is collected by the Computer Network 
Technology (CNT) and transmitted to the expert staff of the 
Radiation Monitoring Department (RMD). The Control Centre 

(CC) receives the implementation requests from the 
Departments Responsible for Operating (DRO). The CNT is 
used by the nuclear power plant's Intranet users to obtain up to 
date schematic drawings, distribution maps, spectrums, archive 
lists, trend graphs and signal lists. 

Another task of CNT is to transmit the information and data 
received from data collectors, their corresponding data 
concentrators as well as PLCs. The most important functions 
are concentrated in the reactor block data centres, where the 
integration of all data received from the plant technological 
information system is performed. The components of CNT are 
spread out in the power plant, and the CNT network acts as a 
collection point for the data coming from the central data 
collection and data processing system. CNT is actually a centre 
for the data collectors, i.e., a centre for the plant's entire 
technological information system. 

 
Figure 1. Structure and network architecture of RMIPS 

An on-line data acquisition system ensures the programmable 

conditioning and conversion of the signals. The converted data 

can be used locally or it can be transmitted through the data 

transmission system to NPP Cloud to access the nuclear power 

plant's energy resources from a cloud. (Figure 1.) Going 

forward, this cloud could be used to determine the energy 

levels of other non-nuclear energy (NNE) plants and to 

integrate with NPP Cloud. It could also be used to quantify the 

energy level produced by the national energy sector through 

Energy Cloud (E-Cloud) and to perform additional tasks such 

as signal analysis, monitoring and failure detection. 

IV. INTEGRATION OF DATA CONCENTRATORS 

After the text edit has been completed, the paper is ready 
for the template. Duplicate the template file by using the Save 
As command, and use the naming convention prescribed by 
your conference for the name of your paper. In this newly 
created file, highlight all of the contents and import your 
prepared text file. You are now ready to style your paper; use 
the scroll down window on the left of the MS Word Formatting 
toolbar. 

Fibre optic cables are used to connect the data 
concentrators to the process control network and also to the 
LAN components of the radiation control system. 
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Ongoing radiation measurements are made on the field to 
display the measurement data at the operative control points 
and the block controller. The Complementary Radiation 
Monitoring System (KISER in Hungarian) is able to perform 
various tasks such as displaying input data in schematic 
drawings and graphs, storing the measured data in designated 
databases and comparing the measurement data to activate 
beacons and sounders at the reactor blocks.  

The LPDUs include an RS485 interface that can be 
connected to a bus system to enable their parallel data retrieval. 
External devices must be enabled with a MODBUS/JBUS 
protocol to allow any of them to read or write an LPDU's 
parameter table. The COM port is managed by a 
communication server to enable the communication of the 
MODBUS protocol. (Figure 2.) 

The communication server relies on a TCP/IP connection to 
access 16 and 32 bit applications, while it also receives data 
provided by diagnostic subprograms.  

 

Figure 2 Data integration 

V. CONCLUSION  

This paper provides a short summary of one of the most 
important components of any nuclear power plant, namely the 
MGP devices. Such a device normally comprises a detector 
unit and a corresponding intelligent LPDU unit. Server-based 
network communication is used to manage a TCP/IP protocol 
enabled network to run both 16 and 32 bit applications. My 

research has led me to the conclusion that integrating the 
various devices and cables of the system is a task being both 
important and quite appropriate. The studying of detectors and 
LPDU units can result in an understanding of what 
components, network elements and protocol sets are required 
to be able to transmit the necessary information to the reactor 
block level. I also outlined the potential benefits of unifying the 
energy resources produced by nuclear and non-nuclear power 
plants through a solution that combines these resources into an 
energy cloud. 

I examined what kinds of network connections, devices and 
interfaces are required to achieve the integration of data 
received from data concentrators with no loss of data. To be 
able to create schematic drawings, the system components and 
data collector units must be identified. 
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